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AGENDA 

University of Porto 

Presentation/ Organization 

U.Porto Campus Card 

Project Overview 

Goals: Improvement of the U.PORTO electronic services 

U.PORTO Card 

National e-ID Card 

Results and Trends 
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University of Porto 

PRESENTATION/ ORGANIZATION 

Ғтлл study programs; 

Ғ31 000 Students / 1 900 Professors and Researchers (FTE)/ 1700 Staff (FTE);  

 14 Faculties, 1 Business School and more than 60 R&D units; 
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PROJECT OVERVIEW 

Unique card for all needed campus applications 

Functionalities 

https://educast.fccn.pt/vod/clips/74tpv49fu/flash.html
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PROJECT OVERVIEW 

Userôs evaluation 
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GOALS 

Improvement of the U.PORTO electronic services 

Taking advantage of cryptographic capabilities 

ωUniversity administrative 
processes 

Dematerialization 

ωUsers interaction with 
the University services 

Simplification 

How they can coexist in the 
University? 
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GOALS 

Improvement of the U.PORTO electronic services 

Taking advantage of cryptographic capabilities 

Authentication  Signature  Cipher  

Identifies  U.PORTOôs User  
U.PORTO Advanced  

Electronic  Signature  

Protect  U.PORTO 

Documents  & Processes  

Identifies  National  Citizen  
Citizen  Qualified  Electronic   

Signature  
N/A  
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IMPROVEMENT OF THE CRYPTOGRAPHIC CAPABILITIES 
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1. How to manage the certificates? 

2. What type of certificates? 

3. How to integrate and use? 

U.PORTO Campus Card 

U.PORTO CAMPUS CARD 

Improvement of the cryptographic capabilities 

Presently 24 000 
cards in use 

without 
certificates 



U.PORTO Campus Card 

EUNIS Congress   

15 - 17 June 2011, Dublin 

IMPROVEMENT OF THE CRYPTOGRAPHIC CAPABILITIES 

1. Digital Certificates Management 

VS 

UNIVERSITY-CENTRIC USER-CENTRIC 

www.up.pt 

USER-CENTRIC 

www.up.pt 



U.PORTO Campus Card 

EUNIS Congress   

15 - 17 June 2011, Dublin 

IMPROVEMENT OF THE CRYPTOGRAPHIC CAPABILITIES 

VS 

1. Digital Certificates Management 

UNIVERSITY-CENTRIC 
 

User identity 

Campus Card validation 

Privacy & Security 

Quickness 

Adoption & Diffusion 

Economic Savings 

 

USER-CENTRIC 
 

User identity 

Campus Card validation 

Privacy & Security 

Quickness 

Adoption & Diffusion 

Economic Savings 
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IMPROVEMENT OF THE CRYPTOGRAPHIC CAPABILITIES 

1. Digital Certificates Management ï user-centric 

Å User identity 

Å Privacy & Security 

National e-ID card 
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IMPROVEMENT OF THE CRYPTOGRAPHIC CAPABILITIES 

1. Digital Certificates Management ï user-centric 

External Certification Authority 

U.PORTO Certification Authority 

ÅCampus Card Validation 

Student Information System  
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IMPROVEMENT OF THE CRYPTOGRAPHIC CAPABILITIES 

1. Digital Certificates Management ï user-centric 

Identity Security 
Non 

repudiation 
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IMPROVEMENT OF THE CRYPTOGRAPHIC CAPABILITIES 

2. Digital Certificates 
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IMPROVEMENT OF THE CRYPTOGRAPHIC CAPABILITIES 

2. Digital Certificates 

Key Usage 

Signature 

Cipher 

Authentication 

x509 

Non-Repudiation 
Signature 

Encipher 
Decipher 

Authentication 

Keys Backup 

No 

Yes 

No 

Keys Generation 

On smard card 

C. A. 

On smart card 
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3. Integration and Use 

Gemalto - Classic Client 
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National e-ID Card 

IMPROVEMENT OF THE CRYPTOGRAPHIC CAPABILITIES 
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National e-ID Card 

IMPROVEMENT OF THE CRYPTOGRAPHIC CAPABILITIES 

Integration and Use 


